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Abstract—The project discussed in this paper was
targeted at developing secured and automated systems
for home. Smart home service is an emerging technology
in IoT and has marked changes within house equipment
from being dull into being more intelligent, remote
controllable and interconnected [1]. However, with this
development, the system’s complexity in usage as well
as the cost has also increased and likewise the security
issues. The major objectives of this project, Smart Home
using the Internet of Things (IoT), are to remotely
connect and monitor devices through the Internet, to
automate the system during offline mode and to provide
access inside the home via face-recognition. The part
of the system was designed to unlock the door using
face detection and recognition using raspberry pi and
pi camera. For face detection and recognition, the Haar
cascade algorithm was implemented within the raspberry
pi. Raspberry pi and NodeMCU esp8266 were linked
with cloud based mobile app, Blynk, an IoT platform,
designed for IoT based applications. NodeMCU acted
as a gateway to internet and Raspberry pi. A number
of NodeMCUs were connected to sensors and devices for
real-time supervision of the sensor outputs. These outputs
were then sent to Blynk cloud using the internet and were
made accessible to users to view, using Blynk mobile app
and thus enabled the user to make decisions accordingly,
to control the electrical appliances. When the user was of-
fline, the system was designed to switch to an automated
state and control the appliances automatically as per the
sensor reading. The calibration of the sensor units was
done to ensure better performance of the overall system.
The tests performed showed around 100% accuracy in
device controls and sensor readings. The latency was in
the range of 2 seconds, depending highly on the internet
speed. The system showed an accuracy of approximately
77% for face recognition. The results of this paper can
be used to develop enhanced IoT based smart systems
with more functionality for homes.

Index Terms—IoT, Face detection, Internet, Raspberry
PI, NodeMCU esp8266, sensors, Blynk app

I. INTRODUCTION

A. Background and Problem Statement

According to the IEEE Internet of Things journal
[2], an IoT system is a network of networks where,
typically, a massive number of objects, sensors and
devices are connected through communication and
information infrastructure to provide value added ser-
vices via intelligent data processing and management

of different applications. IoT allows people to stay
connected with the virtual world and real world from
anywhere and anytime and allows things or objects to
be operated and monitored remotely using the internet.
Similarly, it also provides a platform for communica-
tion between objects where objects can organize and
manage themselves. IoT based systems are gaining
popularity and consequently a lot of researches are
being conducted on this [3]. Smart home system is
also one of the applications of IoT which has very
high demand [4]. A smart home is a living environ-
ment having technology which will allow all home
appliances and household devices to be controlled
and monitored remotely. Smart home users can easily
monitor and control all home devices/home appliances
through the internet. Smart home systems can be
made with the use of RF modules, Zigbee technology,
GSM/GPRS module, Microcontrollers etc [5]. The
drawback, however, is that systems are regularly being
installed incrementally without a central control point.
This can lead to home automation problems. Without
an understanding of how smart devices communicate,
homeowners regularly install units which can only
be controlled by the manufacturer’s app. The main
problems that a home automation system faces are
the high cost of the system, strenuous configuration
and set up process and security of the system. It is
essential to build smart home systems at an affordable
cost and should be able to control commonly used
home appliances in a house using much simpler IoT
platforms like Blynk [6]. Also such systems should be
made controllable using mobile apps with simpler user
interfaces.

B. Objectives

The major objective of this paper is to develop Smart
home system using IoT:

• that can unlock the door upon face recognition
• that can control IoT devices using Blynk app

remotely using internet
• that can monitor different sensors and provide its

information to the users
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• that can automate the devices based on the sensor
outputs when the user is offline

II. RELATED WORKS

A lot of papers have been published related to
IoT based system. A paper on Smart Home using
Blynk Framework [7] was targeted at solving sundry
problems faced by Nepalese people in their daily life.
It was designed to control and monitor appliances via
smartphone using Wi-Fi as communication protocol
and raspberry pi as private server. The core system of
this project was adopted from the Blynk framework.

Internet of things (IoT): Blynk framework for smart
home [8] discussed the design to control and monitor
devices at home via a smartphone. The purpose of this
study was to make control and monitoring of electrical
devices with the concept of IoT using Raspberry pi
and NodeMCU based on the Blynk framework. The
method used in this study was to build a prototype con-
sisting of sensors, actuators, Raspberry pi, NodeMCU,
and Smartphones.

A smart home automation technique with raspberry
pi using IoT [9] had proposed a system for Smart
Home Automation technique with Raspberry Pi using
IoT and it was done by integrating cameras and motion
sensors into a web application. To design this sys-
tem,they used a Raspberry Pi module with Computer
Vision techniques. Using this, can control home appli-
ances connected through a monitor based internet. For
instance, it captured intruder’s identity and detected
its presence using simple Computer Vision Technique
(CVT).

Door Unlock by Face Recognition (DUFR) [10]
had proposed a solution and mechanism which was
grounded and focused on the security parameter. This
paper has proposed and developed a solution concern-
ing the security aspects which was Door Unlock by
Using Face Recognition (DUFR) that assists in the
accomplishment of security facets within the territory
of homes, educational institutions, offices, health care
units, and various different areas.

Face detection and recognition using Raspberry Pi
[11]aimed at taking face recognition to a level in
which the system can replace the use of passwords
and RF I-Cards for access to high security systems
and buildings. With the use of the Raspberry Pi kit,
they aimed at making the system cost effective and
easy to use, with high performance.

The study of these papers has helped us to develop
a similar system.

III. METHODOLOGY

The overall block diagram of the system is shown in
figure 1. Blynk app is used to interface the hardware
devices.

Fig. 1. Block Diagram of System

A. Sensor Unit:

There were three sensor units in total with three
different sensors in each, PIR for motion detection,
LM35 for temperature detection and LDR for detecting
the intensity of light. All the data read from the sensor
was sent to the Blynk cloud server through NodeMCU.

B. Device Control Unit:

As the data was read from respective sensors, a com-
parison was made in the cloud server and a command
was given through Blynk app and to the NodeMCU
connected to the appliances/devices.

C. Face Recognition and Door Unlock:

The face detection algorithm could detect the face
within the video captured from Pi-camera using Haar
Cascade algorithm for frontal face.Haar Cascade is
a machine learning based approach where a cascade
function is trained from a lot of positive and neg-
ative images of non-faces,similar to other machine
learning models. It is then used to detect objects in
other images. OpenCV offers pre-trained Haar cascade
algorithms, organized into categories(faces, eyes and
so forth), depending on the images they have been
trained on. The algorithm includes four stages. They
are: Calculating Haar Features, Creating Integral Im-
ages, Using Adaboost and Implementing Cascading
Classifiers. First, a database of face-images (around
200 samples of data), of known faces was created
which was used to train the system. Next, for every
new face detected, the trained module was used within
the face recognition algorithm to recognize the face.
On recognition of the known face, the system would
unlock the door. If unknown faces were detected,
the raspberry pi would send the notification into the
Blynk cloud server and then finally to the owner’s

KEC Conference 2021

KEC Conference 2021, April 18, 2021
"3rd International Conference on Engineering & Technology"
Kantipur Engineering College, Dhapakhel, Lalitpur, Nepal

294



ISBN 978-9937-0-9019-3

mobile within the Blynk app. Also, the door would
remain locked. The relevant flowchart showing the
face-recognition and unlocking of doors is shown in
Figure 2.

Fig. 2. Flowchart of Face Recognition Door Control

D. Blynk App:

It was an application created in android OS which
was used to control the devices and was also able to
display the data read from the sensors. Blynk consisted
of a unique identifier, that was used to connect the
Blynk program running on the mobile device with the
devices like Raspberry pi and NodeMCU, connected
to the Blynk cloud server.

E. Blynk cloud server:

As for the cloud server to do different processing,
a free version of an inbuilt cloud server, called Blynk,
was used. Here, all necessary calculations, compar-
isons of data etc were made as well data were also
stored for future need. The server informed the Blynk
app that it is connected and creates the connection.
Basically, Blynk cloud server is responsible for all the
communication between the smartphone and hardware.

Figure 3 showed the overall flowchart related to
the appliance control. lm35 was used to detect the
temperature inside the home. If the sensed temperature
value is greater than 25 degree and there is detection
of motion then the fan will turn on. Next, LDR was
used to measure the brightness of the light source. If its
resistance is high and there is detection of motion, the
light will turn on otherwise it will remain OFF. All
the appliances can also be turned ON or OFF using
Blynk App by the user. Also, all the sensed sensor
data could be visualized by him from the Blynk app.
As the system was powered up, it would search for
the preset SSID (Service Set Identifier) and connect
automatically to the Internet otherwise would remain
offline and would perform the automated-controlling
job that doesn’t require commands from the owner.

Fig. 3. Flowchart of Appliances Control

IV. RESULT AND DISCUSSION

Different tests were performed within the proposed
system that was explained in previous sections in order
to measure its performance.

A. Face detection and Recognition

The performance of the face detection algorithm
was tested first with five different persons and for
each, the face was detected well and thus showed
100% accuracy. Next for testing the accuracy of face
recognition, faces of the same five persons were used.
The average value of the 5 tests against differing
numbers of samples is shown in figure 4. The graph
showed that the optimum number of samples was 200
since the graph remained almost consistent after 200.
With that sample number, the accuracy was obtained
as 77%.

Fig. 4. Graph of different samples
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Fig. 5. Snapshot of face recognition door unlock

Fig. 6. Snapshot of unkown face door locked

Fig. 7. Snapshot of no face found door locked

B. Calibration of LM35

While undergoing tests for LM35, the actual sur-
rounding temperature was measured as 14 degree.
However, there were slight variations in the observed
value from LM3. The fluctuated values obtained from
LM35 was shown in table I. The average calculated
percentage error was 16.71%.

Table I:Calibration of LM35

Fig. 8. Snapshot of fan controlled by temp in Blynk

C. Calibration of LDR

The variation in the resistance of LDR for daytime
and night time was shown in Table II. Based on this
and based on the observation of the resistance during
the evening hours, the threshold value for the reading
of LDR’s resistance to trigger the turning ON and OFF
of the light was taken as 900 ohm. When the resistance
of LDR was above 900 ohm then light would turn on.

Table II: Calibration of LDR

D. Testing of PIR sensor

PIR sensor normally detects in the range between
5m to 10m. For testing the PIR sensor, we created
motion by waving our hand (5-7)m away from the
sensor and we observed that the motion was sensed
well by the PIR sensor. This sensing of the motion was
sent to the Blynk cloud and from there to the Blynk
app well. During the testing it was found that beyond
9m, PIR sensor was unable to detect the motion.

Fig. 9. Snapshot of led controlled by PIR and LDR in Blynk

In overall, based on the trained image data, the
system was able to detect faces with 100% accuracy
and recognize the known face with 77% accuracy.
The door was unlocked or stayed locked based on
the recognized face and then the notification was also
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sent accordingly to the Blynk mobile app. Different
sensors also updated the data into the Blynk cloud
and was visualized well in the Blynk mobile app in
real time. The appliance control was performed well
via the mobile Blynk app and also automated based on
the sensor data in the absence of inputs from the user.
The latency between the inputted control commands
from the mobile Blynk app and the operation of the
appliances was in the range of 2 seconds. The latency
between the inputted control commands from the mo-
bile Blynk app and the operation of the appliances
was in the range of 2 seconds depending highly in the
internet speed.

V. CONCLUSION AND FUTURE ENHANCEMENT

In this paper, we have introduced a Smart Home
system using IoT. The system had an automated door
control system based on face recognition, the monitor-
ing system of the home-environment using different
sensors and the control system for different home
appliances. The monitoring and control system was
based on the IoT based framework, Blynk. The system
had shown good accuracy of 100% for face detection
and 77% for face recognition. All the data monitoring
and controlling using Blynk cloud server and Blynk
app performed well with the latency in the range of
2 seconds, thus showing its applicability in real world
scenario.

The developed system has limitations due to the
usage of low processing powered devices like Rasp-
berry pi 3 and the usage of the free version of Blynk.
Thus with the much high-end processing units like
Raspberry pi 4, the processing of images captured from
pi-camera can be done much faster thus enhancing
the overall speed. Next, with the paid version of the
Blynk, much more functionalities can be added into
the system.
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